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Developing a Framework to Improve Critical Infrastructure Cybersecurity 

7. Do organizations have a methodology in place for the proper allocation of business resources 
to invest in, create, and maintain IT standards? 

Many companies use a budgeting model that allows business organizations to manage their IT 
investments. However, the IT organization also has a separate budget that allows it to assure 
that security related issues are addressed in addition to reliability and efficiency objectives. 

Others are less efficient, using less than optimal cross-functional efforts to manage resources. 

8. Do organizations have a formal escalation process to address cybersecurity risks that suddenly 
increase in severity? 

Formal processes exist to triage alerts I incidents and escalate those as required. We would 
escalate ones that changed from attempts to actual compromises and escalate further if there 
were a data extraction or destruction of company data/computing resources. 

9. What risks to privacy and civil liberties do commenters perceive in the application of these 
practices? 

There needs to be a balance between privacy and monitoring. 

Monitoring can often be done by computer systems that do not present any personal data to 
humans and should not be considered a risk to privacy or civil liberties. However, in some cases, 
content must be analyzed by humans where data that are subject to privacy requirements could 
be viewed. We must exercise care to distinguish user generated content from executable code in 
our guidance since reviews of executable code should not be considered a privacy issue, 
whereas review of user generated content may be. 

Avoiding the monitoring of personal data is not possible if a company allows bring-your-own
device to work. Marking something as personal to exempt it from monitoring provides a 
convenient path for an attacker to hide. Rules treating IP addresses and/or log data as personal 
information (and thereby banning export) prevent collating events across an entire company. 

10. What are the international implications of this Framework on your global business or in 
policymaking in other countries? 

The Framework needs to be flexible enough to be implementable worldwide, if so desired. 
Corporate networks extend around the world and companies cannot have one security model in 
one part and another elsewhere. Operations are extended across the entire network so creating 
"stronger'' protections around one country alone (e.g., the U.S.) is not going to provide adequate 
protection. If we cannot use a consistent set of tools and practices globally, we will be hindered or 
impeded from efficiently securing our corporation. Every requirement that designates specific 
tools and/or practices (as opposed to goals/objectives) runs the risk of conflicting with mandates 
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